
Specialty Qualifications
- Knowledge of networking and information security including electronics theory, information technology, 
telecommunications, cryptography, vulnerability assessment and exploitation techniques. Additional knowledge 
includes operational planning, governing cyberspace operations directives, procedures and tactics.
- Experience with the Unix/Linux and Windows Server command line interface.
- Experience with network design, construction and administration.
- Experience with information security tools to include firewalls, proxy servers, intrusion detection devices and 
intrusion prevention devices.
- Experience in the use of network monitoring tools such as NMAP, MetaSploit, and WireShark. 
- Certifications germane to information security are highly desired, to include: Security+, CISSP, CNNA, and CEH.
- For entry into this specialty, a Bachelor’s of Science degree in one of the following areas is highly desired:  
Computer and Information Sciences, Computer Engineering, Engineering Physics/Applied Physics, Industrial 
Engineering, Electromechanical Engineering, Electrical/Electronics Engineering, Computer Technology/Computer 
Systems Technology, Cyber/Electronics Operations and Warfare, Mathematics and Computer Science, Accounting 
and Computer Science, Computational Science, Management Information Systems, Mathematics, Engineering.

Qualified applicants will meet/submit the following
- Current Enlisted member or Company Grade Officer in the Idaho Air National Guard or be eligible to become a 
member of the Idaho Air National Guard  

- Current passing PT Test
- AFOQT scores
- Last 3 OPRs/EPRs and resume
- Records Review (RIP)
- AF Form 24, Application for Appointment as Reserves of AF or USAF without component
- AF Form 2030, USAF Drug and Alcohol Abuse Certificate
- One page letter on why you want to be a Cyber Warfare Officer 

Please provide a Memorandum for Record on why you might be missing any of the items for submission. Example: 
Non-prior service applicants will not have OPRs/EPRs, RIP

CYBER WARFARE OFFICER

The 124th Cyber Operations Squadron (COS) is looking for a motivated and technically savvy leader interested in 
becoming a Cyber Warfare Officer (17S). A Cyber Warfare Officer directly supervises crews during the mission 
planning, execution, and debriefing of operations in the cyber domain. The officer must apply critical thinking and 
creative problem solving in response to ever-changing adversary tactics, techniques and procedures.  

The 124th Cyber Operations Squadron Wants YOU!!

Packages will be submitted hard copy to MSgt Milo Davis, 
milo.t.davis.mil@mail.mil, 208-422-5383 no later than 

Mar. 15, 2016. Incomplete packages will not be accepted.
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